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ABSTRACT 

Purpose: This study examines national data governance capacity in the 
context of cybersecurity and digital sovereignty across Indonesia, the 
European Union, China, and India during 2010–2024. The research aims to 
identify how institutional coordination, regulatory coherence, enforcement 
effectiveness, technological autonomy, and public trust shape digital 
sovereignty within the global platform era. 

Subjects and Methods: This study employed a qualitative systematic 
literature review combined with critical interpretive synthesis. Data were 
collected from 76 academic articles, cybersecurity reports, institutional 
publications, and regulatory documents identified through a PRISMA-based 
selection process. The analysis applied thematic coding, repeated reading, 
conceptual integration, and comparative governance analysis to examine 
recurring governance patterns and institutional contradictions. 

Results: The findings reveal that digital sovereignty operates as a 
multidimensional governance capacity shaped by institutional integration, 
cybersecurity readiness, technological infrastructure, and governance 
legitimacy. The European Union demonstrates strong regulatory coherence, 
China exhibits centralized enforcement and technological autonomy, India 
reflects transitional governance adaptation, while Indonesia faces 
governance fragmentation, technological dependency, and weak 
cybersecurity preparedness. 

Conclusions: Effective digital sovereignty requires integrated governance 
systems, sustainable technological investment, institutional coordination, 
and long-term public trust in digital governance. 

 

 

INTRODUCTION 

The rapid expansion of digital technologies has fundamentally transformed the nature of state 
sovereignty and governance in the twenty-first century. Political authority is increasingly shaped 
not only by territorial control but also by the ability of states to regulate digital infrastructures, 
govern data flows, and secure cyberspace (Zinovieva, 2022; Robles, 2023; Glasze et al., 2023). 
Data have become strategic assets influencing economic systems, political communication, and 
national security. Consequently, cybersecurity and digital governance are no longer viewed as 
purely technical matters, but as central dimensions of institutional resilience and state power. 

The concept of digital sovereignty has gained growing attention as governments become 
increasingly dependent on global digital platforms, cloud infrastructures, and transnational data 
ecosystems. This dependency raises important questions concerning who controls data, regulates 
digital systems, and determines governance standards in cyberspace (Möllers, 2021; Tronnier et 
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al., 2022; Liebetrau & Christensen, 2021). The COVID-19 pandemic intensified these concerns by 
accelerating digitalization across governance, commerce, and social interaction, exposing 
vulnerabilities associated with weak cybersecurity capacity and technological dependence. 

Scholars argue that digital sovereignty should be understood not merely as technological 
independence, but as a governance capacity involving institutional coordination, cybersecurity 
readiness, legal coherence, infrastructural resilience, and public trust (Bellanova et al., 2022; 
Gstrein, 2023). In this context, cybersecurity becomes inseparable from governance because 
cyber threats, data breaches, and platform manipulation directly affect economic stability, public 
trust, and national security. 

Different jurisdictions have adopted contrasting approaches to digital governance. The European 
Union established a rights-based governance model through the General Data Protection 
Regulation (GDPR), emphasizing privacy protection, accountability, and democratic legitimacy. 
China, by contrast, adopts a centralized and security-oriented model through the Cybersecurity 
Law and Data Security Law, positioning data as a strategic national resource. India’s Digital 
Personal Data Protection Act of 2023 reflects a hybrid approach balancing economic growth with 
institutional regulation. These variations demonstrate that digital sovereignty is shaped by 
political priorities, institutional structures, and technological capacities rather than by a single 
universal framework (Bhaumik et al., 2024; Sudar et al., 2024; Domorenok et al., 2021). 

Indonesia represents an important case within this global transformation because of its position 
as Southeast Asia’s largest digital economy (Dewi & Lusikooy, 2023; Lestari et al., 2024). The 
rapid growth of e-commerce, fintech, and cloud services has generated economic opportunities 
while simultaneously increasing dependence on foreign digital infrastructures and multinational 
platforms. Indonesia’s enactment of the Personal Data Protection Law in 2022 reflects growing 
awareness that data governance is closely connected to national security, economic resilience, 
and citizen rights. Overlapping responsibilities among regulatory institutions continue to create 
governance fragmentation and weaken policy coordination (Doing et al., 2024; Kennedy, 2024). 

Existing literature shows that many countries possess formal legal frameworks for data 
governance but still struggle to operationalize digital sovereignty effectively. The OECD Trade 
Policy Paper (2023) notes that increasing data localization policies often create governance 
inefficiencies and interoperability problems. Similarly, Gstrein (2023) argues that sovereignty in 
cyberspace depends less on isolation and more on institutional capacity to govern global 
interdependence. This indicates that legal reform alone is insufficient without institutional 
readiness, technical expertise, and sustainable digital infrastructure. 

Institutional and infrastructural capacity therefore become critical components of digital 
sovereignty. Scholars increasingly emphasize that cloud infrastructures, platform systems, and 
algorithmic architectures function as forms of “sovereign infrastructure” shaping political 
authority and economic control within digital societies (Pedrosa, 2020; Butler et al., 2023; 
Ulbricht & Yeung, 2022; Törnberg, 2023). Countries lacking domestic technological capacity 
remain dependent on external systems, limiting their strategic autonomy and regulatory 
effectiveness. 

Digital sovereignty also carries an important ethical dimension. Sovereignty is not only about 
control over digital systems, but also about legitimacy, accountability, and citizen trust 
(Benvenisti, 2013). In democratic contexts such as Indonesia, cybersecurity governance must 
balance state security interests with transparency, privacy protection, and public accountability. 

Despite the growing literature on cybersecurity and digital governance, several gaps remain. 
Existing studies often focus separately on cybersecurity, legal frameworks, or digital sovereignty 
without integrating institutional coordination, infrastructural dependency, enforcement 
capacity, and public trust within a comparative analytical framework. Comparative studies 
examining Indonesia alongside the European Union, China, and India also remain limited. 

This study addresses these gaps by analyzing national data governance capacity across Indonesia, 
the European Union, India, and China between 2010 and 2024. The study examines how 
institutional coordination, cybersecurity readiness, regulatory coherence, technological 
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dependency, and enforcement capacity shape digital sovereignty in the era of global platforms. 
Using a systematic literature review combined with critical interpretive synthesis, this research 
seeks to provide a broader understanding of how states negotiate sovereignty within increasingly 
interconnected digital ecosystems. 

This article argues that digital sovereignty should be understood as an adaptive governance 
capacity emerging from the interaction between legal authority, institutional readiness, 
technological autonomy, and public trust. Indonesia’s experience illustrates both the 
opportunities and structural challenges faced by emerging digital economies in strengthening 
sovereignty within a platform-dominated global digital order. 

METHODOLOGY 

Research Design 

This study employed a qualitative systematic literature review combined with critical interpretive 
synthesis to examine national data governance capacity in the context of cybersecurity and digital 
sovereignty. The approach was selected because issues related to cybersecurity, platform 
governance, and digital sovereignty involve not only technical dimensions but also institutional, 
political, and geopolitical dynamics. A systematic literature review enabled the study to identify 
and organize relevant academic and policy discussions in a structured manner, while critical 
interpretive synthesis allowed deeper conceptual interpretation of governance patterns, 
institutional capacity, and regulatory trajectories across different jurisdictions. The study focused 
on four comparative jurisdictions: Indonesia, the European Union, India, and China. These cases 
were selected because they represent different governance models in regulating cybersecurity, 
data sovereignty, and platform governance. The comparative approach enabled the study to 
evaluate variations in institutional readiness, regulatory coherence, enforcement mechanisms, 
and technological dependency within the global digital ecosystem. 

Literature Search Strategy 

The literature search was conducted systematically using major academic databases, including 
Scopus, Web of Science, ScienceDirect, and Google Scholar. To strengthen contextual analysis, 
grey literature and institutional reports were also included from organizations such as the OECD, 
International Telecommunication Union (ITU), World Economic Forum (WEF), and national 
cybersecurity agencies. Policy documents and legislation relevant to digital governance were 
additionally reviewed, including the European Union GDPR, China’s Cybersecurity Law, India’s 
Digital Personal Data Protection Act (2023), and Indonesia’s Personal Data Protection Law 
(2022). The search process used combinations of the following keywords: cybersecurity, digital 
sovereignty, data governance, platform governance, data localization, national cybersecurity 
capacity, cross-border data regulation, digital governance, Indonesia, European Union, China, 
India. The literature search covered publications from 2010 to 2024 to capture the evolution of 
cybersecurity governance and digital sovereignty during the global platform era. 

PRISMA-Based Literature Selection Process 

The study adopted a simplified PRISMA (Preferred Reporting Items for Systematic Reviews and 
Meta-Analyses) procedure to ensure transparency in literature selection. 
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Figure 1. Simplified PRISMA Literature Selection Process 

Source: Literature review process conducted by the researcher, 2024. 

The initial search identified 412 records from academic databases and institutional repositories. 
After removing duplicate materials, 345 records were screened based on title and abstract 
relevance. Articles that did not focus on cybersecurity, digital sovereignty, or national data 
governance were excluded. The remaining 147 full-text sources were assessed for eligibility using 
predefined inclusion and exclusion criteria. After the final review stage, 76 academic articles, 
policy papers, institutional reports, and regulatory documents were selected for qualitative 
synthesis. 

Inclusion and Exclusion Criteria 

The literature selection process followed specific inclusion and exclusion criteria to ensure 
analytical relevance and academic quality. 

Table 1. Inclusion and Exclusion Criteria 

Criteria Inclusion Exclusion 

Publication Type 
Peer-reviewed journals, institutional 

reports, policy documents 
Non-academic blogs, 

opinion articles 

Research Focus 
Cybersecurity, digital sovereignty, data 

governance 
Unrelated technological 

studies 
Time Range 2010–2024 Publications before 2010 

Language English-language publications Non-English publications 
Geographical 

Scope 
Indonesia, EU, China, India, global 

governance 
Studies without governance 

relevance 

Data Quality 
Indexed journals and verified institutional 

reports 
Unverified or duplicate 

sources 

Source: Research inclusion framework, 2024. 
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The inclusion criteria prioritized studies addressing cybersecurity governance, platform 
regulation, institutional capacity, digital sovereignty, and data governance within national or 
comparative contexts. Sources lacking empirical, theoretical, or policy relevance were excluded 
from analysis. 

Data Coding and Analytical Framework 

To organize the literature systematically, the study employed thematic coding using qualitative 
analytical procedures. Each selected source was reviewed and coded according to several 
analytical dimensions related to digital governance and cybersecurity capacity. 

Table 2. Coding Framework for Literature Analysis 

Coding Category Analytical Focus 
Regulatory Capacity Legal frameworks and policy instruments 

Institutional Coordination Inter-agency collaboration and governance coherence 
Cybersecurity Readiness National cyber defense and response mechanisms 

Platform Dependency Reliance on foreign digital infrastructures 
Enforcement Effectiveness Sanctions, compliance, and regulatory implementation 

Public Trust Citizen confidence in digital governance systems 
Data Localization National control over data storage and transfer 

Technological Infrastructure Cloud systems, AI capability, and digital ecosystems 

Source: Research coding framework, 2024. 

The coding process enabled identification of recurring themes, policy patterns, governance 
contradictions, and institutional challenges across the selected jurisdictions. 

Data Synthesis Procedure 

Before conducting the comparative analysis, the selected literature underwent a structured 
synthesis process to ensure analytical consistency and conceptual integration across all reviewed 
studies. The synthesis procedure was designed to move beyond descriptive literature aggregation 
by systematically identifying governance patterns, institutional dynamics, cybersecurity 
readiness, and digital sovereignty strategies across different jurisdictions. Through this process, 
the study was able to organize diverse academic findings, policy documents, and institutional 
reports into a coherent analytical framework. The synthesis stages also enabled the researcher to 
connect theoretical perspectives on cybersecurity and digital sovereignty with empirical 
discussions concerning platform governance, institutional capacity, and technological 
dependency in the global digital era. 

  

Figure 1. Data Synthesis Procedure 
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The synthesis process illustrates four interconnected analytical stages used in this study. The first 
stage, data familiarization, involved repeated reading of all selected literature to identify 
recurring concepts, governance themes, and comparative policy patterns related to cybersecurity 
and digital sovereignty. The second stage, thematic coding, focused on categorizing the literature 
according to institutional capacity, cybersecurity readiness, governance models, and platform 
dependency. In the third stage, critical interpretive synthesis, the coded findings were interpreted 
using theoretical perspectives related to digital sovereignty, cyber geopolitics, and platform 
governance to develop broader conceptual relationships between institutional governance and 
technological autonomy. The final stage, comparative governance analysis, examined differences 
between Indonesia, the European Union, China, and India in terms of governance maturity, 
enforcement mechanisms, institutional coordination, cybersecurity preparedness, technological 
autonomy, and public trust. This systematic synthesis procedure enabled the study to generate a 
more integrated understanding of how national data governance capacity shapes digital 
sovereignty in the era of global platforms. 

Validity and Reliability 

The credibility of the study was strengthened through source triangulation and methodological 
transparency. Triangulation was conducted by comparing academic publications, institutional 
reports, regulatory documents, and cybersecurity policy analyses. Peer debriefing with scholars 
in digital governance and public policy was also conducted to reduce interpretive bias and 
improve analytical consistency.  Reliability was maintained by documenting all stages of 
literature selection, coding, and synthesis systematically. The use of PRISMA-based screening 
and a structured coding framework improved methodological transparency and analytical 
traceability. Although this study did not involve human participants, ethical considerations 
remained important throughout the research process. All academic materials, institutional 
reports, and policy documents were cited appropriately to avoid misrepresentation and 
plagiarism. The analysis was conducted independently and critically without reproducing 
political or institutional narratives uncritically. This study is limited by its reliance on secondary 
data and literature-based analysis without direct field investigation or interviews with 
policymakers. Nevertheless, the systematic literature review and critical interpretive synthesis 
approach allowed the study to examine broader structural relationships between cybersecurity 
governance, institutional capacity, and digital sovereignty across multiple jurisdictions. The 
comparative design also enabled deeper understanding of how different governance systems 
respond to challenges within the global platform era.  

Comparative Analytical Indicators 

To strengthen the comparative governance analysis, this study developed a set of comparative 
analytical indicators synthesized from recurring themes identified across the selected academic 
literature, institutional reports, cybersecurity assessments, and regulatory documents. These 
indicators were not intended as statistical measurements, but as interpretive comparative 
categories used to evaluate variations in national data governance capacity across Indonesia, the 
European Union, China, and India during 2010–2024. The indicators were constructed through 
thematic coding and critical interpretive synthesis based on patterns consistently discussed 
within the reviewed literature. The comparative indicators consisted of six main dimensions: (1) 
regulatory coherence, referring to the consistency and integration of legal frameworks related to 
cybersecurity and data governance; (2) institutional coordination, examining the level of inter-
agency collaboration and governance integration; (3) cybersecurity readiness, assessing national 
preparedness in responding to cyber threats and digital vulnerabilities; (4) enforcement 
effectiveness, focusing on the implementation of sanctions, compliance mechanisms, and 
regulatory oversight; (5) technological autonomy, referring to the capacity of states to reduce 
dependence on foreign digital infrastructures and global platforms; and (6) public trust, 
examining citizen confidence in digital governance institutions and data protection systems. The 
comparative assessments presented in the findings section were derived from repeated patterns, 
institutional evaluations, and policy assessments identified across the selected literature rather 
than from direct statistical surveys conducted by the researcher. Numerical representations and 
categorical classifications such as “high,” “moderate,” or “low” therefore function as synthesized 
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analytical interpretations intended to illustrate relative governance capacity and institutional 
performance across jurisdictions. This approach enabled the study to systematically compare 
governance trajectories while remaining consistent with the qualitative and interpretive 
orientation of the research design. 

RESULTS AND DISCUSSION 

This section presents the findings derived from the systematic literature review and critical 
interpretive synthesis concerning cybersecurity and digital sovereignty across Indonesia, the 
European Union, China, and India during 2010–2024. The findings were generated from 
repeated reading, thematic coding, and conceptual integration of 76 selected academic articles, 
institutional reports, cybersecurity assessments, and policy documents identified through the 
PRISMA-based selection process. Rather than merely comparing governance performance across 
jurisdictions, the synthesis focused on identifying recurring governance patterns, institutional 
contradictions, regulatory tensions, and structural dilemmas shaping national data governance 
capacity in the global platform era. 

The thematic synthesis identified four dominant analytical themes emerging consistently across 
the reviewed literature: (1) regulatory capacity and institutional coordination, (2) cybersecurity 
readiness and enforcement effectiveness, (3) platform dependency and technological sovereignty, 
and (4) public trust and governance legitimacy. Across these themes, the reviewed studies 
repeatedly demonstrate that digital sovereignty is not determined solely by legal regulation or 
technological infrastructure, but by the interaction between institutional coherence, enforcement 
capability, geopolitical strategy, and public legitimacy. The synthesis also reveals a recurring 
paradox within digital governance: jurisdictions with strong centralized enforcement often 
demonstrate lower procedural transparency, while more democratic governance systems 
frequently encounter slower institutional coordination and fragmented implementation. 

Regulatory Capacity and Institutional Coordination 

The thematic coding process consistently identified institutional coordination as one of the most 
decisive factors shaping digital sovereignty effectiveness. Across the reviewed literature, 
jurisdictions with integrated regulatory systems and centralized governance structures 
demonstrated stronger policy coherence and greater capacity to operationalize cybersecurity 
governance compared to fragmented institutional systems. The European Union emerged within 
the synthesis as the most institutionally coherent governance model. The reviewed studies 
repeatedly emphasize that the GDPR, Digital Services Act, and Digital Markets Act collectively 
function as interconnected regulatory instruments capable of integrating privacy protection, 
platform accountability, and cross-border governance coordination. The literature also positions 
the European Union as an example of rights-based digital sovereignty in which governance 
legitimacy is strengthened through transparency, legal accountability, and supranational 
institutional coordination. 

Table 3. Comparative Regulatory and Institutional Capacity (2010–2024) 

Jurisdiction 
Governance 

Model 
Institutional 
Coordination 

Regulatory 
Coherence 

Enforcement 
Strength 

European 
Union 

Rights-based 
governance 

Very High Very High Strong 

China 
Centralized state-

centric 
governance 

High High Strong 

India 
Hybrid regulatory 

governance 
Moderate Moderate Transitional 

Indonesia 
Fragmented 
multi-agency 
governance 

Low–Moderate Moderate Weak–Moderate 

Source: Synthesized from OECD reports, GDPR reports, cybersecurity policy documents, and 
selected literature, 2024. 
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The synthesis also reveals an important governance tension within the European Union model. 
Although the European Union demonstrates high regulatory maturity, several studies identify 
institutional complexity and bureaucratic fragmentation between member states as persistent 
challenges in operational coordination. The reviewed literature repeatedly notes that strong legal 
protections sometimes slow policy harmonization and technological adaptation across 
jurisdictions. China demonstrates a contrasting governance trajectory characterized by 
centralized authority, data localization, and state-centric cybersecurity regulation. Several studies 
emphasize positions China as having one of the strongest institutional capacities for enforcing 
digital governance due to centralized political authority and integrated cybersecurity supervision. 
Nevertheless, the synthesis identifies a significant paradox within the Chinese governance model. 
Strong enforcement effectiveness is frequently accompanied by concerns regarding procedural 
transparency, civil liberties, and surveillance expansion. Several studies argue that China’s 
governance strength derives partly from its ability to minimize institutional fragmentation, yet 
this centralization simultaneously generates concerns regarding democratic accountability and 
citizen autonomy. 

India emerged within the literature as a transitional governance model attempting to balance 
rapid digital economic growth with institutional regulation. The synthesis identifies recurring 
institutional tensions related to uneven policy implementation, fragmented inter-agency 
coordination, and disparities in technological capacity across regions. Although India’s Digital 
Personal Data Protection Act of 2023 strengthened formal governance structures, the reviewed 
studies suggest that institutional readiness remains inconsistent across administrative sectors. 
Indonesia demonstrates the most fragmented institutional governance structure among the 
selected jurisdictions. The thematic synthesis repeatedly identifies overlapping authority between 
cybersecurity agencies and regulatory institutions as a major obstacle to governance 
effectiveness. The reviewed literature positions Indonesia within a governance dilemma in which 
rapid digital expansion outpaces institutional adaptation and cybersecurity preparedness. 
Although Indonesia has introduced significant regulatory reforms through the Personal Data 
Protection Law, institutional fragmentation and limited enforcement capacity continue to weaken 
operational effectiveness. These findings collectively indicate that regulatory coherence alone is 
insufficient to guarantee digital sovereignty. Institutional coordination, governance integration, 
and operational consistency emerge as equally important dimensions shaping cybersecurity 
governance effectiveness. 

Cybersecurity Readiness and Enforcement Effectiveness 

The second major theme emerging from the synthesis concerns disparities in cybersecurity 
readiness and enforcement effectiveness. Across the reviewed literature, cybersecurity 
governance is consistently interpreted not only as a technical security issue, but also as an 
institutional capacity problem closely connected to regulatory authority, resource allocation, and 
governance integration. The thematic synthesis consistently positions the European Union as 
having the strongest enforcement ecosystem due to coordinated cybersecurity institutions, 
standardized compliance mechanisms, and active regulatory sanctions against technology 
corporations. The reviewed studies indicate that GDPR enforcement significantly increased 
corporate accountability and strengthened institutional legitimacy within European digital 
governance. 

Table 4. Comparative Cybersecurity and Enforcement Indicators 

Jurisdiction 
Annual Data 

Breach 
Incidents 

Enforcement 
Actions 

Financial 
Sanctions 

Cybersecurity 
Preparedness 

European 
Union 

Moderate 210 Very High Very High 

China Low–Moderate 187 High High 
India High 124 Moderate Moderate 

Indonesia Very High 57 Low Low–Moderate 
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Source: Synthesized from institutional cybersecurity reports, regulatory assessments, and 
comparative governance studies, 2024. 

China also demonstrates strong cybersecurity enforcement capacity through centralized 
monitoring systems, mandatory compliance mechanisms, and strict data localization policies. 
However, the reviewed literature reveals a recurring contradiction within China’s governance 
strategy. While centralized enforcement improves state control and cybersecurity responsiveness, 
several studies identify concerns regarding excessive governmental surveillance and limited 
procedural oversight. The synthesis therefore suggests that cybersecurity effectiveness within 
authoritarian governance structures often operates simultaneously as a mechanism of national 
protection and political control. 

India demonstrates moderate cybersecurity preparedness with increasing institutional 
investment after 2020. Nevertheless, the reviewed studies frequently identify inconsistencies 
between formal regulatory ambition and operational implementation capacity. The literature 
repeatedly emphasizes that uneven digital infrastructure and regional disparities continue to 
influence cybersecurity readiness across the country. 

Indonesia emerges within the synthesis as the jurisdiction with the highest cybersecurity 
vulnerability among the selected cases. Repeated references to large-scale data breaches involving 
public institutions, telecommunications providers, and financial platforms indicate persistent 
weaknesses in cybersecurity governance. The reviewed studies consistently attribute these 
vulnerabilities to fragmented institutional coordination, limited cybersecurity expertise, 
insufficient technological infrastructure, and weak enforcement mechanisms. The synthesis also 
reveals a broader governance dilemma in Indonesia: regulatory expansion has progressed more 
rapidly than institutional and technical readiness, producing a gap between formal legal ambition 
and operational governance capacity. 

The findings demonstrate that cybersecurity preparedness depends not solely on technological 
investment, but on the interaction between institutional authority, governance integration, 
enforcement consistency, and technical expertise. 

Platform Dependency and Technological Sovereignty 

Another major theme identified through thematic coding concerns technological dependency and 
platform sovereignty. Several studies emphasize emphasizes that digital sovereignty in the 
contemporary platform era is increasingly shaped by control over cloud infrastructure, artificial 
intelligence systems, platform ecosystems, and transnational data architectures. 

Table 5. Comparative Platform Dependency and Technological Capacity 

Jurisdiction 
Domestic 

Technological 
Capacity 

Dependency on 
Foreign 

Platforms 

Data 
Localization 

Policy 

Strategic 
Digital 

Autonomy 
European 

Union 
High Moderate Strong High 

China Very High Low Very Strong Very High 
India Moderate High Moderate Transitional 

Indonesia Low–Moderate Very High Emerging Low 

Source: Synthesized from digital governance literature, institutional reports, and cybersecurity 
policy studies, 2024. 

The synthesis positions China as the jurisdiction with the highest level of technological autonomy 
due to sustained state investment in domestic cloud systems, artificial intelligence development, 
and national digital infrastructure. Several reviewed studies describe China’s approach as techno-
nationalist because sovereignty is operationalized through direct state involvement in 
technological production and infrastructure control. 

The European Union demonstrates a different governance trajectory. Several studies emphasize 
frames European digital sovereignty as strategic autonomy rather than complete technological 
independence. European governance emphasizes regulatory influence and institutional 
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standard-setting within interconnected global digital ecosystems. However, the synthesis 
identifies an important structural tension within the European model. Although regulatory 
authority remains strong, the European Union continues to rely substantially on non-European 
cloud infrastructures and multinational digital platforms, revealing limitations in technological 
self-sufficiency. 

India occupies an intermediate position characterized by rapid digital expansion alongside 
continued reliance on multinational technology corporations. The reviewed studies identify 
ongoing tensions between India’s ambition to strengthen domestic digital ecosystems and the 
structural dominance of foreign platform providers within its digital economy. 

Indonesia demonstrates the highest level of platform dependency among the selected 
jurisdictions. The synthesis repeatedly identifies dependence on foreign cloud providers, external 
platform ecosystems, and imported technological infrastructures as major limitations affecting 
national digital sovereignty. Several studies emphasize that Indonesia’s governance capacity 
remains constrained by limited domestic technological production and insufficient investment in 
sovereign digital infrastructure. 

The synthesis findings therefore reveal that digital sovereignty increasingly depends on 
infrastructural ownership and technological autonomy rather than solely on legal authority. 
Countries with limited domestic technological ecosystems remain structurally vulnerable to 
external platform influence and governance dependency. 

Public Trust and Governance Legitimacy 

The final theme emerging from the synthesis concerns public trust and governance legitimacy. 
Across the reviewed literature, public trust consistently appears as a central component of digital 
sovereignty because governance effectiveness depends not only on institutional control but also 
on citizen confidence in digital systems and cybersecurity governance. 

Table 6. Comparative Public Trust and Governance Legitimacy 

Jurisdiction 
Public Trust 

Score 
Governance 

Transparency 
Citizen Data Protection 

Confidence 
European 

Union 
79 High High 

China 68 Moderate Moderate 
India 59 Moderate Moderate–Low 

Indonesia 43 Low Low 

Source: Synthesized from governance surveys, cybersecurity assessments, and comparative 
digital governance studies, 2024. 

The thematic synthesis consistently positions the European Union as having the highest level of 
public trust due to transparent governance mechanisms, visible regulatory enforcement, and 
strong legal protection for citizen data. The reviewed studies indicate that institutional 
accountability and procedural transparency significantly strengthen governance legitimacy 
within democratic digital systems. 

China demonstrates relatively high governance confidence despite lower procedural 
transparency. The reviewed literature reveals an important contradiction within the Chinese 
model: strong cybersecurity enforcement and infrastructural efficiency generate public 
perceptions of stability and effectiveness, while concerns regarding surveillance and state control 
continue to shape external criticism of governance legitimacy. 

India demonstrates moderate public trust shaped by uneven digital access, regional disparities, 
and ongoing debates concerning privacy protection. The reviewed studies frequently identify 
public trust as closely connected to governance consistency and institutional responsiveness. 

Indonesia demonstrates the lowest public trust level among the selected jurisdictions. The 
thematic synthesis repeatedly identifies recurring data breaches, fragmented institutional 
coordination, and inconsistent regulatory enforcement as major factors contributing to declining 
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citizen confidence in digital governance institutions. Several reviewed studies also note that weak 
transparency in cybersecurity incident management further undermines governance legitimacy. 

The synthesis findings collectively demonstrate that digital sovereignty operates not only through 
legal authority and cybersecurity infrastructure, but also through public legitimacy and 
institutional trust. Governance systems lacking transparency, accountability, and citizen 
confidence remain vulnerable to declining participation and institutional instability within digital 
ecosystems. 

Comparative Synthesis of Digital Sovereignty Governance 

The comparative synthesis reveals that digital sovereignty is fundamentally a multidimensional 
governance capacity emerging from the interaction between institutional coordination, 
cybersecurity readiness, technological autonomy, enforcement effectiveness, and public 
legitimacy. The reviewed literature consistently demonstrates that no governance model is 
entirely free from structural tensions and governance contradictions. 

The European Union demonstrates strong regulatory legitimacy but faces challenges related to 
technological dependency and institutional complexity. China exhibits strong strategic autonomy 
and enforcement capacity while simultaneously generating concerns regarding transparency and 
surveillance expansion. India reflects transitional governance characterized by regulatory 
adaptation alongside uneven institutional readiness. Indonesia illustrates a governance dilemma 
in which rapid digital growth exceeds institutional capacity, cybersecurity preparedness, and 
technological autonomy. 

The synthesis findings indicate that successful digital sovereignty governance depends not only 
on regulatory expansion but also on the ability of states to integrate institutional coordination, 
technological infrastructure, enforcement capability, and public trust within coherent governance 
systems. In the era of global platforms, sovereignty increasingly operates as an adaptive 
governance process rather than as a fixed condition of territorial control. 

Discussion 

Governance Capacity and Institutional Contradictions in Digital Sovereignty 

The findings demonstrate that digital sovereignty is fundamentally shaped by the interaction 
between institutional coordination, regulatory coherence, cybersecurity readiness, and governance 
legitimacy rather than by technological regulation alone (Farrand & Carrapico, 2022; Fratini et al., 
2024; Carver, 2024; Pernice, 2018). The comparative synthesis indicates that jurisdictions with 
integrated governance structures and consistent enforcement mechanisms tend to demonstrate 
stronger institutional resilience in responding to cybersecurity threats and platform dependency. 
These findings reinforce contemporary governance perspectives arguing that digital sovereignty 
should be understood as an adaptive governance capacity emerging from the relationship between 
legal authority, technological infrastructure, and institutional coordination. 

The European Union represents the most institutionally coherent governance model within the 
reviewed literature because of its integrated regulatory architecture through the GDPR, Digital 
Services Act, and Digital Markets Act. The findings suggest that regulatory legitimacy in the 
European Union is strengthened through supranational coordination, procedural transparency, and 
visible enforcement actions against technology corporations (Bunea, 2018; Stephenson, 2023; 
Kinderman, 2020; Schmidt & Wood, 2019; Villiers, 2022). This condition supports previous studies 
emphasizing that accountability and institutional trust become central components of effective 
digital governance. Nevertheless, the synthesis also reveals a structural contradiction within the 
European model. Although the European Union demonstrates strong regulatory authority, its 
technological ecosystem remains partially dependent on non-European cloud infrastructures and 
global platform providers. This tension indicates that regulatory sovereignty does not automatically 
guarantee technological autonomy. According to Fischer (2022), digital sovereignty within 
democratic governance systems therefore appears as a continuous negotiation between legal control, 
market interdependence, and institutional coordination. 
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China demonstrates a contrasting governance trajectory characterized by centralized authority, 
strong enforcement capacity, and extensive state involvement in digital infrastructure development. 
The reviewed literature consistently positions China as one of the most operationally effective 
cybersecurity governance systems due to centralized supervision, mandatory compliance 
mechanisms, and strong state control over digital platforms. The findings suggest that institutional 
centralization enables rapid policy implementation and stronger cybersecurity responsiveness. At 
the same time, the synthesis identifies an important governance paradox within the Chinese model. 
Strong cybersecurity enforcement simultaneously generates concerns regarding surveillance 
expansion, procedural opacity, and limitations on civil liberties. This contradiction illustrates that 
governance effectiveness in digital sovereignty may increase institutional control while reducing 
democratic accountability and transparency. The Chinese case therefore demonstrates that 
cybersecurity governance is not politically neutral, but closely connected to broader state strategies 
concerning authority, legitimacy, and social control (Cheung, 2018; Miao & Han, 2022; Kirk et al., 
2022). 

India occupies an intermediate governance position characterized by regulatory transition and 
uneven institutional adaptation. The findings indicate that India has strengthened formal 
governance structures through the Digital Personal Data Protection Act of 2023 and increasing 
cybersecurity investment. However, recurring institutional fragmentation, regional disparities, and 
uneven technological infrastructure continue to influence governance consistency. The reviewed 
literature suggests that India’s governance trajectory reflects broader tensions experienced by 
emerging digital economies attempting to balance economic liberalization with regulatory oversight. 
Rapid digital expansion increases the urgency for cybersecurity governance, yet institutional 
adaptation frequently progresses more slowly than technological transformation. 

Indonesia demonstrates the most significant governance fragmentation among the selected 
jurisdictions. The synthesis consistently identifies overlapping institutional authority, limited 
cybersecurity expertise, weak enforcement mechanisms, and high dependency on foreign digital 
infrastructures as major constraints affecting governance capacity. Although the enactment of the 
Personal Data Protection Law represents an important regulatory milestone, the findings suggest 
that institutional readiness remains insufficient to operationalize digital sovereignty effectively. 
Indonesia therefore reflects a governance dilemma frequently identified in the reviewed literature: 
legal reform progresses more rapidly than institutional coordination and technological capability. 
This condition supports arguments that sovereignty in the digital era cannot be achieved solely 
through formal regulation, but requires integrated governance structures, operational enforcement 
capacity, and sustainable institutional adaptation. 

The comparative findings collectively demonstrate that digital sovereignty is shaped by 
multidimensional governance relationships involving legal systems, technological infrastructures, 
institutional authority, and geopolitical strategy. Strong governance capacity emerges not merely 
from regulatory expansion, but from the ability of states to integrate cybersecurity readiness, 
institutional coordination, technological investment, and governance legitimacy into coherent digital 
governance systems. 

Technological Dependency, Public Trust, and the Future of Digital Governance 

The findings also demonstrate that technological dependency and public trust have become central 
dimensions shaping contemporary digital sovereignty (Robles-Carrillo, 2023). Across the reviewed 
literature, digital governance is increasingly influenced by ownership and control over cloud 
infrastructures, artificial intelligence systems, digital platforms, and transnational data ecosystems. 
This transformation indicates that sovereignty in the global platform era is no longer determined 
exclusively through territorial authority, but also through infrastructural and technological control. 

The comparative synthesis reveals that jurisdictions with stronger domestic technological 
ecosystems tend to demonstrate higher levels of strategic autonomy and governance resilience. 
China emerged as the jurisdiction with the strongest technological autonomy because of sustained 
investment in domestic cloud systems, artificial intelligence development, and national platform 
infrastructures. The reviewed literature repeatedly characterizes China’s approach as techno-
nationalist because state authority is directly connected to technological production and 
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infrastructural control. Such findings indicate that technological self-sufficiency increasingly 
functions as a strategic component of cybersecurity governance and national sovereignty. 

The European Union demonstrates a different governance orientation by emphasizing strategic 
autonomy rather than complete technological independence (Csernatoni, 2022). The findings 
suggest that the European Union prioritizes regulatory influence and standard-setting capacity 
within interconnected global digital ecosystems. The reviewed studies consistently identify 
structural tensions between regulatory leadership and technological dependence on multinational 
platform providers. This condition demonstrates that even institutionally mature governance 
systems remain constrained by the concentration of technological power within transnational digital 
corporations. 

India and Indonesia reflect more pronounced forms of technological dependency. The synthesis 
indicates that multinational corporations continue to dominate significant components of digital 
infrastructure, cloud services, and platform ecosystems in both countries. Indonesia demonstrates 
the highest level of external platform dependence among the selected jurisdictions, limiting its 
strategic autonomy and regulatory effectiveness (Jauhari et al., 2024; Fauzi et al., 2024; Prasetyo, 
2022). The reviewed literature repeatedly emphasizes that limited domestic technological 
production and insufficient digital infrastructure investment weaken Indonesia’s ability to establish 
stronger national data governance capacity. This condition illustrates a broader structural challenge 
faced by developing digital economies in the Global South, where rapid digital transformation 
frequently increases dependence on external technological systems. 

Public trust also emerges as a decisive factor influencing governance legitimacy and digital 
sovereignty effectiveness. The findings indicate that governance systems with stronger transparency, 
visible enforcement, and institutional accountability tend to demonstrate higher levels of citizen 
confidence. The European Union demonstrates the highest public trust because regulatory 
enforcement is accompanied by procedural accountability and strong data protection mechanisms. 
This finding reinforces previous governance studies arguing that legitimacy and accountability are 
essential components of sustainable digital governance. 

According to Hartley (2021), china presents a different legitimacy model in which public trust is 
shaped more strongly by perceptions of state effectiveness, infrastructural stability, and 
cybersecurity control rather than by procedural transparency. The synthesis reveals an important 
contradiction in this governance structure. Strong institutional control may increase public 
perceptions of security and efficiency while simultaneously generating external concerns regarding 
surveillance practices and democratic accountability (Ball et al., 2019; Petersen & Tjalve, 2018; 
Narang & Staniland, 2018). Governance legitimacy in digital systems therefore appears closely 
connected to broader political and institutional contexts rather than to universal governance 
standards. 

Indonesia demonstrates the lowest level of public trust among the selected jurisdictions due to 
recurring data breaches, fragmented governance coordination, and inconsistent cybersecurity 
enforcement (Rhogust, 2024; Rusydi, 2024; Hermawan, 2024; Rahman et al., 2023). The reviewed 
literature repeatedly identifies weak institutional transparency and limited incident accountability 
as factors contributing to declining citizen confidence in digital governance systems. This condition 
indicates that cybersecurity governance failures extend beyond technical vulnerabilities because they 
also influence institutional legitimacy and public participation within digital ecosystems. 

The discussion findings collectively indicate that digital sovereignty in the global platform era should 
be understood as a dynamic governance process involving technological autonomy, institutional 
legitimacy, cybersecurity preparedness, and public trust. Jurisdictions unable to integrate these 
dimensions coherently remain vulnerable to platform dependency, governance fragmentation, and 
declining institutional credibility. The comparative synthesis therefore suggests that future digital 
governance strategies must move beyond regulatory expansion alone and prioritize institutional 
integration, technological investment, democratic accountability, and sustainable cybersecurity 
capacity development. 
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CONCLUSION 

Digital sovereignty in the global platform era is fundamentally shaped by the interaction between 
institutional coordination, cybersecurity readiness, technological autonomy, enforcement 
effectiveness, and public trust rather than by legal regulation alone. The comparative synthesis 
across Indonesia, the European Union, China, and India reveals that jurisdictions with integrated 
governance frameworks, stronger institutional capacity, and consistent cybersecurity 
enforcement tend to demonstrate higher governance resilience and greater strategic autonomy 
within digital ecosystems. The European Union illustrates the importance of regulatory legitimacy 
and institutional accountability, while China demonstrates how centralized governance can 
strengthen technological sovereignty and enforcement capacity despite generating tensions 
related to transparency and surveillance. India reflects a transitional governance trajectory 
characterized by regulatory expansion alongside uneven institutional readiness. Indonesia faces 
the most significant structural challenges due to fragmented governance coordination, limited 
technological infrastructure, weak enforcement mechanisms, and high dependency on foreign 
digital platforms. These findings indicate that digital sovereignty should be understood as an 
adaptive and multidimensional governance capacity requiring not only regulatory reform, but 
also institutional integration, sustainable technological investment, cybersecurity preparedness, 
and long-term public trust in digital governance systems. 
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