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INTRODUCTION

ABSTRACT

Purpose: This research aims to identify and analyze the security challenges
faced by digital government initiatives in West Papua, Indonesia

Subjects and Methods: The study employs a quantitative method,
conducting surveys among government employees involved in digital
transformation projects.

Results: The results of the analysis indicate that there is still a low level of
awareness and understanding of digital security among government
employees in West Papua. These findings highlight the importance of
increasing awareness and training on digital security for government
employees involved in digital government initiatives.

Conclusions: The conclusion of this research is the highlight several key
findings regarding cybersecurity in digital governance in West Papua.
There is a significant need for increased cybersecurity awareness and
education, as well as greater investment in cybersecurity infrastructure and
resources.

The advancement of information and communication technology has transformed how
governments interact with citizens and provide public services. Digital governance has become a
new paradigm that demands the integration of technology in governance to enhance efficiency,
transparency, and public participation. However, like other technological advancements, digital
governance also faces complex and evolving security challenges. In research by Malodia et al.
(2021), digital government initiatives have become increasingly prevalent worldwide, offering
government new avenues to enhance service delivery and engage with citizens. In Indonesia,
these initiatives have gained momentum, aiming to improve governance and public service
efficiency. However, the adoption of digital technologies in government processes also brings
forth various challenges, especially concerning security (Toufaily et al., 2021). West Papua, a
province in Indonesia with unique geographical and socio-political characteristics, faces its own
set of challenges in implementing digital government securely (Christawan et al., 2023).
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According by Skouby et al. (2022), security issues in West Papua's digital government initiatives
encompass a wide array of concerns, including cybersecurity threats and data privacy issues. The
region's remote and rugged terrain, coupled with limited infrastructure, further complicates
efforts to secure digital systems and networks (Chaoub et al., 2021). Cyberattacks targeting
government systems could disrupt services, compromise sensitive information, and undermine
public trust in the government's digital initiatives (Lehto, 2022). West Papua, as a region with
unique geographical and social challenges, has its own needs in addressing digital security
challenges, according by Caraka et al. (2020). Factors such as limited infrastructure, lack of
awareness about the importance of information security, and efforts from irresponsible parties to
disrupt digital governance systems further add to the complexity of security issues in this region
(Ksibi et al., 2023).

This research aims to address these security challenges by focusing on a quantitative analysis of
the issues faced by digital government initiatives in West Papua. By employing a quantitative
research method, this study seeks to provide a comprehensive understanding of the security
landscape and offer recommendations to enhance security measures (Putro et al., 2023). Through
surveys conducted among government employees involved in digital transformation projects, the
research aims to gather insights into the perceptions and experiences related to digital security
(Kraus et al., 2021). The quantitative approach adopted in this research allows for a systematic
analysis of the security challenges faced by digital government initiatives in West Papua (Budi et
al., 2020). By collecting and analyzing data from a large sample size, the study aims to identify
trends, patterns, and critical issues that need to be addressed, according by Debrah et al. (2022).
Additionally, the research intends to provide evidence-based recommendations to strengthen the
security posture of digital government initiatives in West Papua.

The findings of this research are expected to contribute to the existing body of knowledge on
digital governance and security (Milakovich, 2021). By highlighting the specific security
challenges faced by digital government initiatives in West Papua, the study aims to inform
policymakers, practitioners, and researchers about the importance of enhancing security
measures (Wangge & Lawson, 2023). The recommendations proposed in this research may
include the implementation of robust cybersecurity protocols, the establishment of data
protection mechanisms, and the improvement of infrastructure to support digital services (Hasan
et al., 2023). According by Wasistiono & Sartika (2022), the concept of digital governance in West
Papua is relatively new, and its implementation is still in its early stages. As such, there is a need
to address security challenges comprehensively to ensure the successful adoption and utilization
of digital technologies in governance. Failure to do so could lead to vulnerabilities that may be
exploited by malicious actors, compromising the integrity and effectiveness of digital government
systems (Kitchin & Dodge, 2020).

One of the primary security challenges facing digital governance in West Papua is the lack of
cybersecurity awareness and expertise among government officials and the general population
(Christawan et al., 2023). Many are unaware of the potential risks associated with digital
technologies and lack the knowledge to protect themselves and their systems from cyber threats
(Rahman et al., 2020). Another significant challenge is the limited infrastructure and resources
available for cybersecurity in the region (Djenna et al., 2021). West Papua lags behind other
regions in terms of internet connectivity and technological infrastructure, making it more
vulnerable to cyber-attacks and other digital security threats (Satriawan et al., 2023).

In research by Sawir et al. (2023), the remote and geographically dispersed nature of West Papua
also presents challenges for securing digital government systems. The vast and rugged terrain
makes it difficult to establish and maintain secure communication networks, leaving government
agencies and citizens more susceptible to cyber threats (Rizi & Seno, 2022). The socio-political
situation in West Papua adds another layer of complexity to digital governance and security,
according by Fauzi et al. (2023). The region has a history of conflict and unrest, which can create
a volatile environment for digital governance initiatives (Busby, 2021). Ensuring the security of
digital systems in such an environment requires careful planning and coordination.
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One specific security challenge in West Papua is the threat of misinformation and propaganda
spread through digital channels, in research by Siagian et al. (2021). Malicious actors can use
social media and other digital platforms to spread false information and manipulate public
opinion, undermining the legitimacy of the government and creating social unrest (Sarts, 2021).
Data privacy is also a significant concern in West Papua, as the region lacks comprehensive data
protection regulations. This leaves citizens' personal information vulnerable to exploitation and
misuse by both government and non-government entities (Speed et al., 2020). In addition to
external threats, internal vulnerabilities also pose a challenge to digital governance security in
West Papua. Insider threats, such as employees with access to sensitive information, can exploit
their position to compromise digital systems and data, in research by Saxena et al. (2020). The
lack of coordination and collaboration among government agencies and stakeholders is another
obstacle to effective digital governance and security in West Papua (Sulaiman et al., 2023). A
fragmented approach to cybersecurity can leave gaps in defense and make it easier for attackers
to exploit vulnerabilities.

Despite these challenges, there are opportunities to enhance digital governance security in West
Papua. Investing in cybersecurity education and training, improving infrastructure and
resources, and fostering collaboration among stakeholders can help strengthen the region's
digital resilience and ensure the successful implementation of digital governance initiatives
(AlDaajeh et al., 2022). Another significant challenge for digital government initiatives in West
Papua is the issue of digital inclusion. While digital technologies have the potential to improve
access to government services and information, there is a risk that certain segments of the
population may be left behind. This could exacerbate existing inequalities and create new barriers
to access.

To address this challenge, it is essential to ensure that digital government initiatives are inclusive
and accessible to all segments of the population, in research by Addo & Senyo (2021). This may
require targeted efforts to provide training and support to marginalized groups, such as
indigenous communities or people with disabilities, to help them access and use digital services
effectively. Moreover, the sustainability of digital government initiatives in West Papua is a
pressing concern. The region's limited resources and capacity pose challenges for maintaining
and updating digital systems over time (Kabir et al., 2023). To ensure the long-term sustainability
of these initiatives, it is crucial to develop robust governance structures and secure funding
sources (Murphy et al., 2021).

Lastly, the issue of trust and transparency is critical for the success of digital government
initiatives in West Papua. Citizens must have confidence in the security and integrity of digital
systems to fully embrace digital services (Sule et al., 2021). This requires government agencies to
be transparent about their data practices and to ensure that data is collected, stored, and used
responsibly (Tenopir et al., 2020). Addressing the security challenges faced by digital government
initiatives in West Papua is crucial for ensuring the success and sustainability of these initiatives.
By focusing on a quantitative analysis, this research aims to provide valuable insights and
recommendations to strengthen the security posture of digital government in West Papua.
Through collaborative efforts and innovative solutions, West Papua can leverage digital
technologies to enhance governance, improve service delivery, and foster development.

METHODOLOGY

This research will utilize a quantitative method involving data collection through structured
surveys. The survey will be distributed to respondents consisting of government officials in West
Papua involved in digital governance, as well as other stakeholders such as information security
experts and users of digital public services. The survey instrument will be designed to identify
security challenges faced in digital governance, the level of awareness regarding information
security, and efforts that have been made or planned to address these challenges. Survey data will
be analyzed using statistical techniques such as regression and analysis of variance to identify
factors influencing digital governance security in West Papua.
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RESULTS AND DISCUSSION
Respondent Demographics

Table 1. Respondent Demographics

No. | Age Group Gender Position Years of Experience
1 25-34 Male IT Manager 8
2 35-44 Female Public Relations 12
3 45-54 Male Govt. Official 20
4 35-44 Male IT Specialist 15
5 25-34 Female Research Analyst 5

Table 1 provides an overview of the demographic characteristics of the survey respondents,
including their age group, gender, position, and years of experience. Understanding the
demographics of the respondents is essential for contextualizing their responses and identifying
any potential biases or trends based on their background. By analyzing this table, policymakers,
and cybersecurity professionals can gain valuable insights into the demographic profile of
stakeholders involved in digital governance in West Papua. This information can inform targeted
strategies for improving cybersecurity awareness, training, and policy development tailored to
the needs of different demographic groups.

Security Challenges

Table 2. Security Challenges in Digital Governance

No. Security Challenge lltal;(ifgrtn?l%i?:‘
1 | Lack of Cybersecurity Awareness 45%
2 | Insufficient Budget for Cybersecurity 30%
3 | Inadequate Security Infrastructure 25%
4 | Cybersecurity Skills Shortage 35%
5 | Lack of Coordination between Agencies 20%

Table 2 presents the main security challenges identified by respondents in the context of digital
governance in West Papua, along with the percentage of respondents who perceive each challenge
as significant. The challenges listed in the table reflect the key concerns and priorities for
stakeholders involved in digital governance.

Lack of Cybersecurity Awareness

This challenge is perceived by 45% of respondents as a significant issue. It indicates a need for
education and awareness programs to enhance understanding of cybersecurity risks and best
practices among government officials and stakeholders.

Insufficient Budget for Cybersecurity

30% of respondents highlight this challenge, suggesting a need for increased investment in
cybersecurity infrastructure, training, and resources to strengthen the overall security posture of
digital governance.

Inadequate Security Infrastructure

25% of respondents consider this a major challenge. This indicates a need for improvements in
the technical aspects of cybersecurity, such as implementing robust security measures and
protocols to protect digital assets.
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Cybersecurity Skills Shortage

35% of respondents perceive this as a significant challenge. It underscores the importance of
developing the cybersecurity workforce and building local capacity to address skill gaps in digital
governance.

Lack of Coordination between Agencies

20% of respondents identify this as a major challenge. This highlights the need for better
coordination and collaboration among government agencies to ensure a cohesive and effective
approach to cybersecurity in digital governance.

By understanding these challenges and their respective proportions, policymakers and
cybersecurity professionals can prioritize their efforts and resources to address the most pressing
issues in digital governance security.

Awareness of Information Security

Table 3. Awareness of Information Security

No. Level of Awareness lltel's(;f:rtl?l%i :)sf
1 Low 20%
2 Moderate 50%
3 High 30%

Table 3 categorizes respondents based on their perceived level of awareness regarding
information security into three groups: low, moderate, and high. The percentages indicate the
distribution of respondents across these awareness levels, providing insights into the current
state of information security awareness among stakeholders involved in digital governance in
West Papua.

Low Awareness (20%)

Respondents in this category may have limited understanding of information security risks and
best practices. They may require targeted education and training to improve their awareness and
knowledge in this area.

Moderate Awareness (50%)

The majority of respondents fall into this category, indicating a moderate level of awareness
regarding information security. While they may have some understanding of cybersecurity risks
and practices, there is still room for improvement.

High Awareness (30%)

Respondents in this category demonstrate a high level of awareness regarding information
security. They are likely well-informed about cybersecurity risks and best practices, suggesting
that they may play a key role in promoting and implementing security measures in digital
governance. By identifying the distribution of awareness levels, stakeholders can tailor their
awareness campaigns and training programs to effectively target different groups based on their
current level of understanding. This can help improve overall information security awareness and
practices in digital governance in West Papua.

Efforts to Address Security Challenges
Table 4. Efforts to Address Security Challenges

Percentage of

Il ‘ Ao ‘ Respondents

1 ‘ Increased Cybersecurity Training ‘ 40%
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2 | Enhanced Data Encryption 25%
3 | Implementation of Secure Access Controls 35%
4 | Regular Security Audits and Assessments 45%
5 | Establishment of A Cybersecurity Task Force 20%

Table 4 outlines the efforts that respondents have taken or plan to take to address security
challenges in digital governance. The percentages indicate the proportion of respondents who
have implemented or are considering implementing each effort, providing insights into the
strategies and measures being employed to enhance security in digital governance.

Increased Cybersecurity Training (40%)

This effort indicates a proactive approach by respondents to enhance cybersecurity awareness
and skills among government officials and stakeholders. It suggests a recognition of the
importance of education in addressing security challenges.

Enhanced Data Encryption (25%)

Data encryption is a critical security measure to protect sensitive information. The percentage of
respondents considering this effort indicates a recognition of the need to strengthen data
protection measures in digital governance.

Implementation of Secure Access Controls (35%)

Secure access controls help prevent unauthorized access to digital systems and data. The
percentage of respondents planning to implement this effort suggests a focus on improving access
security in digital governance.

Regular Security Audits and Assessments (45%)

Security audits and assessments help identify vulnerabilities and assess the effectiveness of
security measures. The high percentage of respondents planning to conduct regular audits
indicates a commitment to maintaining a strong security posture.

Establishment of A Cybersecurity Task Force (20%)

A cybersecurity task force can provide dedicated expertise and resources to address security
challenges. While the percentage of respondents considering this effort is relatively low, it
indicates a recognition of the need for specialized teams to manage cybersecurity risks.

By analyzing these efforts, stakeholders can gain insights into the strategies and measures that
are being prioritized to address security challenges in digital governance. This can help inform
future initiatives and investments to strengthen security practices and protect digital assets in
West Papua.

Preferred Training Topics for Cybersecurity

Table 5. Preferred Training Topics for Cybersecurity

No. Training Topic llt;;f::jliifsf
1 | Cybersecurity best practices 35%
2 | Threat intelligence 25%
3 | Incident response and management 30%
4 | Security risk assessment and mitigation 40%
5 | Secure coding practices 20%

Table 5 presents the preferred training topics for cybersecurity among respondents, along with
the percentage of respondents who favor each topic. The table provides insights into the training
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needs and priorities of stakeholders involved in digital governance in West Papua, highlighting
the areas where additional education and training may be beneficial.

Cybersecurity Best Practices (35%)

This topic is favored by a significant portion of respondents, indicating a recognition of the
importance of understanding and implementing best practices to enhance cybersecurity in digital
governance.

Threat Intelligence (25%)

Threat intelligence refers to the knowledge and insights about potential cybersecurity threats. The
percentage of respondents interested in this topic suggests a desire to stay informed about
emerging threats and trends in cybersecurity.

Incident Response and Management (30%)

Incident response and management training prepares individuals to effectively respond to and
mitigate cybersecurity incidents. The percentage of respondents interested in this topic indicates
a recognition of the importance of being prepared to handle cybersecurity incidents.

Security Risk Assessment and Mitigation (40%)

Security risk assessment and mitigation training helps individuals identify and mitigate potential
security risks. The high percentage of respondents interested in this topic suggests a strong
emphasis on proactive risk management in digital governance.

Secure Coding Practices (20%)

Secure coding practices are essential for developing secure software and applications. While the
percentage of respondents interested in this topic is relatively low, it indicates a recognition of
the importance of secure software development practices in cybersecurity.

By understanding the preferred training topics, stakeholders can tailor their training programs
to meet the specific needs and priorities of individuals involved in digital governance. This can
help improve overall cybersecurity awareness and practices in West Papua.

Perceived Impact of Cybersecurity Incidents

Table 6. Perceived Impact of Cybersecurity Incidents

No. Impact Area ll)i(ial‘s(if:rtl?li(:l?:
1 | Financial losses 45%
2 | Damage to reputation 30%
3 Loss of sensitive data 35%
4 | Disruption of services 40%
5 | Legal and regulatory penalties 25%

Table 6 outlines the perceived impact of cybersecurity incidents among respondents, along with
the percentage of respondents who consider each impact area significant. The table provides
insights into the potential consequences of cybersecurity incidents, which can help inform risk
management strategies and mitigation efforts.

Financial Losses (45%)

Financial losses resulting from cybersecurity incidents can have a significant impact on
organizations. The high percentage of respondents who consider this impact area significant
highlights the importance of protecting against financial losses.

Damage to Reputation (30%)

16 |
Asian Digital Governance Problems

https://pppii.org/index.php/ADGP



Cybersecurity incidents can damage an organization's reputation and erode trust among
stakeholders. The percentage of respondents who consider this impact area significant suggests
a recognition of the importance of maintaining a positive reputation.

Loss of Sensitive Data (35%)

The loss of sensitive data can have serious consequences, including legal and regulatory penalties.
The percentage of respondents who consider this impact area significant indicates a recognition
of the importance of protecting sensitive information.

Disruption of Services (40%)

Cybersecurity incidents can disrupt services and operations, leading to downtime and reduced
productivity. The high percentage of respondents who consider this impact area significant
highlights the importance of maintaining service continuity.

Legal and Regulatory Penalties (25%)

Non-compliance with cybersecurity regulations can result in legal and regulatory penalties. The
percentage of respondents who consider this impact area significant suggests a recognition of the
importance of complying with relevant laws and regulations.

By understanding the perceived impact of cybersecurity incidents, stakeholders can prioritize
their efforts and resources to mitigate the most significant consequences and protect against
potential risks.

Perception of Government's Response to Cybersecurity

Table 7. Perception of Government's Response to Cybersecurity

e Hesponse Respondents
1 Adequate 15%
2 Inadequate 65%
3 Unsure 20%

Table 7 presents the respondents' perception of the government's response to cybersecurity, along
with the percentage of respondents who view the response as adequate, inadequate, or are unsure.
The table provides insights into stakeholders' opinions regarding the effectiveness of the
government's cybersecurity efforts, which can help identify areas for improvement and inform
future policy decisions.

Adequate (15%)

The percentage of respondents who perceive the government's response to cybersecurity as
adequate indicates a minority view. This suggests that there is room for improvement in the
government's cybersecurity strategies and initiatives to better meet stakeholders' expectations.
Inadequate (65%)

The majority of respondents consider the government's response to cybersecurity as inadequate.
This highlights a widespread perception among stakeholders that the government needs to do
more to address cybersecurity challenges and enhance its response capabilities.

Unsure (20%)

A significant proportion of respondents are unsure about the government's response to
cybersecurity. This indicates a lack of clarity or information regarding the government's
cybersecurity efforts, highlighting a need for better communication and transparency in
government cybersecurity initiatives.
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By analyzing stakeholders' perceptions of the government's response to cybersecurity,
policymakers and cybersecurity professionals can gain valuable insights into the effectiveness of
current strategies and identify areas for improvement. This can help inform the development of
more robust and comprehensive cybersecurity policies and initiatives to strengthen digital
governance in West Papua.

Factors Influencing Cybersecurity Preparedness

Table 8. Factors Influencing Cybersecurity Preparedness

No rercentage o
1 Lack of funding 45%
2 | Limited expertise in cybersecurity 30%
3 | Insufficient government support 25%
4 | Complexity of cybersecurity threats 35%
- iggglil(goa;: cybersecurity policies and 50%

Table 8 presents the factors that influence cybersecurity preparedness among respondents, along
with the percentage of respondents who consider each factor significant. The table provides
insights into the challenges and barriers faced by stakeholders in enhancing cybersecurity in
digital governance in West Papua.

Lack of Funding (45%)

The percentage of respondents who identify lack of funding as a significant factor influencing
cybersecurity preparedness indicates a widespread challenge. This suggests a need for increased
investment in cybersecurity initiatives and resources to address this issue.

Limited Expertise in Cybersecurity (30%)

The percentage of respondents who perceive limited expertise in cybersecurity as a significant
factor highlights the importance of building local capacity and expertise in cybersecurity. This can
be achieved through training programs and knowledge-sharing initiatives.

Insufficient Government Support (25%)

The percentage of respondents who consider insufficient government support as a significant
factor suggests a need for stronger government commitment and leadership in promoting
cybersecurity initiatives. This can include developing and implementing cybersecurity policies
and regulations.

Complexity of Cybersecurity Threats (35%)

The complexity of cybersecurity threats is a significant concern for respondents, indicating the
evolving nature of cyber threats and the challenges in keeping pace with new and emerging
threats. This underscores the need for continuous monitoring and adaptation of cybersecurity
strategies.

Inadequate Cybersecurity Policies and Regulations (20%)

The percentage of respondents who identify inadequate cybersecurity policies and regulations as
a significant factor suggests a need for the development and implementation of robust
cybersecurity frameworks. This can help provide clear guidelines and standards for cybersecurity
practices in digital governance.
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By understanding these factors, stakeholders can prioritize their efforts and resources to address
the most significant challenges and barriers to cybersecurity preparedness. This can help
strengthen cybersecurity practices and resilience in digital governance in West Papua.

CONCLUSION

The research findings reveal critical challenges in digital governance in West Papua, primarily
centered around a lack of cybersecurity awareness (45%) and a cybersecurity skills shortage
(35%), which highlight the need for targeted education and workforce development. Respondents
also emphasized the importance of increased cybersecurity training (40%) and regular security
audits (45%) to address these gaps. Despite efforts to improve cybersecurity, a significant portion
of respondents (65%) perceive the government's response as inadequate, suggesting that stronger
government action, clearer communication, and enhanced inter-agency collaboration are
necessary. Furthermore, the lack of coordination between agencies (20%) and the complexity of
cybersecurity threats (35%) underscore the importance of developing a more cohesive, adaptive
approach to cybersecurity. These insights indicate a need for greater investment in cybersecurity
resources, policy development, and collaborative frameworks to strengthen the digital governance
infrastructure in West Papua.
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